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Overview

The GWAVA 5 Appliance is a complete software package for implementing the GWAVA 5 system and is
designed to replace an existing GWAVA 5 server with a standalone GWAVA 5 system running an SMTP
scanner for any mail system. The GWAVA 5 Appliance is ideal for a virtual machine environment.

The GWAVA 5 Appliance is designed to run the SMTP scanner for any email system in the market. The
SMTP scanner, and GWAVA 5 Appliance, are completely independent of any GroupWise system and can
be implemented in any system. The SMTP scanner acts as a proxy for the SMTP Gateway of your mail
system.
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The SMTP scanner and GWAVA appliance are meant to be placed in front of the current GWIA or SMTP
Gateway for the mail system. Incoming email sent to your domain will first go to the GWAVA appliance,
which scans then sends clean email to the GWIA or SMTP Gateway. Mail sent from your domain will
pass through the normal system, but the SMTP Gateway will send the mail to the GWAVA appliance,
which sends the email to the internet.



If the GWAVA appliance is set behind a firewall, or multiple firewalls, the following ports should be open
for mail flow and GWAVA functions or services:

Inbound and general traffic
» 53— UDP (DNS lookups)
» 25-TCP Inbound (Used for Mail)
The following should be open to access the GWAVA appliance from outside the network:

» 49285 — TCP Inbound (QMS message release service)
» 49282 — TCP Inbound (GWAVA Management Console)
» 22 —TCP (SSH access. This can be a security concern, but may be necessary to enable for support

access.)
Outbound traffic
» 80— TCP Outbound (Updates services for Antivirus, Signature Engine, and GWAVA system.)
» 21— FTP Outbound (OS updates)
» 25—TCP Outbound (Only if scanning outbound mail)
» 123 —TCP Outbound (Network Time Protocol (NTP))



Minimum System Requirements
For a system which processes ~2,000 messages per hour:

» 2.4 GHz Pentium 4 or equivalent processor
1 GB RAM
36 GB Hard Drive (entire drive will be formatted automatically).

Y V V

1 Network connection

For a system which processes ~4,000 Messages per hour:

Y

3.2 GHz Pentium 4 or equivalent processor
1.5 GB RAM
40 GB Hard Drive (entire drive will be formatted automatically).

Y V V

1 Network connection

For a system which processes ~8,000 messages per hour:

Y

3.6 GHz Pentium 4 or equivalent processor
2 GB RAM
60 GB Hard Drive (entire drive will be formatted automatically).

Y V V

1 Network connection

Download

http://www.gwava.com/solutions/trial-downloads.html

Installation
To install the GWAVA 5 appliance, download the ISO and burn the image to a blank CD using your
preferred CD burning program.

Insert the GWAVA 5 Appliance CD into the CD or DVD drive of the target system and boot from the
Appliance CD.


http://www.gwava.com/solutions/trial-downloads.html

On boot, you will be presented with the following menu.

N SUSE Linux Enterprise Server

Boot from Hard Disk

Installation

Installation—-ACPI Disabled
Installation--Local APIC Disabled
Installation--Safe Settings
Hemory Test

Boot Options autoyast=file:///autoyast.xml install:cdl

Help Language 800 x 600 CD-ROH Driver

To install the Appliance, choose the install option.

Allow the system to completely boot from the _

. . . . pre-scripts
Appliance CD, and the installation will

. Warning'
automatically start.
Continuing will erase any previous data on this systern. Only continue
if you have saved or backed up the necessary files. If you do not want

You will be warned that running the installation D e, = ok T () e e S,
will delete all data currently on the system. This is
the Iast chance you have to avoid formatting the Press '"OK' to continue setting up the GWAVA 4 appliance on Linux.

drive in this system.

If you have several hard disks in the system,
GWAVAS will only install on the first
one,(/dev/hda or /dev/sda), and ignore others. To
ensure you install to the correct drive, physically
disconnect or remove all but the destination drive
from the system before you boot.




As soon as you select ‘OK’, the installation will begin.

Base Installation
o AutoYaST Settings
= Perform Installation

Configuration
e Systern Configuration
e Clean Up

Package Installation

Media Size Packages |Time
40051 MB '

GWAVAY

CD1 189.11 MB 1 0218

SUSE Linux Enterprise Sereer 10 5P2

CD1 211.41 MB 49 02:34

yast2-slp-2.13 40 17.i586.rpm (installed size 295.13 KB) — SLP Agent and Browser for YasT
yast2-transfer-2.13.4-0.10.i586.rpm (installed size 327.47 KB) — Ya57T2 - Agent for Various
Transfer Protocols

dbus-1-glib-0.60-33.19.i586.rpm (installed size 169.50 KB) - D-Eus Message Bus Systemn
dbus-l-mono-0.60-33.22.i586.rpm (installed size 51.80 KB) — Mono Bindings for D-BUS
mysql-5.0.26-12.158.i586.rpm (installed size 31.81 ME) - A True Multiuser, Multithreaded S0L
Database Server

rprm-4.4.2-43.28.i586.rpm (installed size 7.62 MB) — The RPM Package Manager
hal-0.56-33.36.i586.rpm (installed size 1.52 MB) — Daemon for Collecting Hardware
Infarmation

dbus-l-python-0.60-33.22.i586.rpm (installed size 895 34 KB) — Python bindings for D-BUS

kernel-smp-2.6.16.60-0.21.i586.rpm (installed size 56.22 MB) — Kernel with Multiprocessor
Support

kernel-default-2.6.16.60-0.21.i586.rpm (installed size 48.76 MB) - The Standard Kernel

O]

kernel-default-2.6.16 60-0 21.i586.rpm (installed size 48.76 MEB)

Remaining:
04:52

The setup does not require any user input until after the system reboots.

On system reboot, select boot from hard disk, and the default SLES 10.2 kernel listed.




The install will continue.

N SUSE Linux Enterprise Server

Package Installatiom
[Please wait while
jpackages are installed.

[Abort]

Allow the automatic configuration to continue.

N SUSE Linux Enterprise Server

Configuring System according to auto-install settings
[Please wait while the
lsystem is being Configuring lan

Progress




Once the installation has completed, you will be asked to provide connection and security information
for your new system.

N SUSE Linux Enterprise Server
pi

HHHEHH R Y Final Setup Step (1-6) #i#tdHtdHHHHHHEHHHE
HHHEHH R Network Setup

Please enter the correct values for your network.
The current value or previously entered value appears in parentheses.
If nothing i= entered the value in parentheses will be used.

IP address (example: 192.168.1.8):
Subnet Mask (example: 255.255.255.0):
Gateway (example: 192.168.1.1):
Primary DNS (example: 192.168.1.1):
Secondary DNS (example: 192.168.1.1):
Domain (example: gwava.com):

Hostname (example: linux-szf4.site):

Please verify that these values are corect:
IP address: 192.168.1.8

Subnet Mask: 255.255.255.0

Gateway: 192.168.1.1

Primary DNS: 192.168.1.1

Secondary DN3: 192.168.1.1

Domain: gwava.con

Hostname: linux-szf4.site

Finish setting up the server with these values? (ywn):

To complete the setup, all pertinent network information must be provided for your system. The
defaults detected in parentheses will be set if you simply hit ‘enter’. To change the setting, enter the
appropriate value.

Ensure that you have the ip address configured correctly, this is the only interface to set or change the
network settings.

After the settings have been entered, you are asked to verify that the following information is correct.
Review the information and hit ‘y’ or ‘n’ and ‘enter’ to either re-enter the information or to continue.



] SUSE Linux Enterprise Server

I Final Setup Step (2/0) SiHHHH I HHIEHHIT
wnH s naniat Test Network fEgsdatsiiiteniinmaiising

Your network settings will now be tested. If there iz a failure, you
will be directed to resolve the problem before continuing.

Testing general commectivity wusing Ping

PING guwava.com (67.212.76.2) 56(84) bytes of data.

64 bytes from host.cabserver.net (67.212.76.2): icmp _seq=1 tt1=47 time=88.8 ms
64 bytes from host.cabserver.net (67.212.76.2): icmp_seq=2 ttl1=47 time=90.3 ms

——— guwava.con ping statistics —
Z packets transmitted, 2 received, 04 packet loss, time 1004ms
rtt min‘avg/nax-smdev = 88.808-89.600-90.393-0.847 ms
Test port 80 inbound
—-09:38:02—— http:rsrdownload.guwava.con/guavat test-test
=> “rtmprtest’
Resolving dounload.gwava.com... 209.90.108.26
Commecting to download.gwava.com|209.90.108.261:80... commected.
HITP request sent, awaiting response... 200 OK
Length: 54 [textrsplainl

09:38:03 (1.20 MBss) - “stmprtest’ saved [54-541

Test port 25 outbound

After you have set the network settings, they will be tested for connectivity.

N SUSE Linux Enterprise Server

T Y Final Setup Step (3-6) titiHHE I
HHHHHH S N SSH Setup  HHHHEHHHEHEHEHE ]

35H allows access to the server via a private key or via the root
password. It is recommended that you emable SSH permanently.

Please select an option.

1: Start S5H now and enable it permanently.
2: Stop SSH now.

3: Start SSH now.

4: Stop S5H now and disable it permanently.
5: Exit

Enter Selection: _

SSH allows remote console administration on port 22. This can be turned on and off later through the
GWAVA appliance control web interface. When you permanently enable or disable the service, it is
removed from the runlevel and will be enabled or disabled on system startup until the setting is
changed.



Next, is the time setup for the server. It is strongly recommended to setup the time on your system.

N SUSE Linux Enterprise Server

HHHHRE LR EREE Final Setup Step (4-0) SEdfnfufgumuansntiti
nHEEH R R Rk EE Tine Setup ##gHBEHERREEEEEEEERaEEETRERTT

It is recomnended that you set your time information now.

Set up the time and timezone? (y-n)

Pick your location. The wizard will narrow the terms to display a manageable list of time zones for you to
select from.

N SUSE Linux Enterprise Server

wHuER R g Final Setup Step (4/6) #ufdusidiigurainitnin
i RS Time Setup f##s#bHgfkEfEEE TG

It is recommended that you set your time informatiom now.

Set up the time and timezone? (y/mly

Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.

1) Africa

Z£) Americas

3) Antarctica

4) firctic Dcean

5) fAsia

6) fAtlantic Dcean

7?) Australia

8) Europe

9) Indian Dcean

10) Pacific Ocean

11) none - I want to specify the time zone using the Posix TZ format.
#?

10



SUSE Linux Enterprise Server

8) Europe

9) Indian Dcean

10) Pacific Ocean

11) none - I want to specify the time zone using the Posix TZ format.

#? 2

Please select a country.

1) Anguilla 27) Honduras

fintigua & Barbuda 28) Jamaica
Argentina 29) Martinigue
Aruba 30) Mexico
Bahamas 31) Montserrat
Barbados 32) Netherlands fntilles
Belize 33) Nicaragua
Bolivia 34) Panama
Brazil 35) Paraguay
Canada 36) Peru
Cayman Islands 37?) Puerto Rico
Chile 38) S5t Barthelemy
Colombia 39) 5t Kitts & Neuvis
Costa Rica 40) 3t Lucia
Cuba 413 St Martin (French part)
Dominica 42) 3t Pierre & Hiquelon
Dominican Republic 43) St Vincent
Ecuador 44) Surinane
El Salvador 45) Trinidad & Tobago
French Guiana 46) Turks & Caicos Is
Greenland 47) United States
Grenada Uruguay
Guade loupe Uenezuela
Guatemala Virgin Islands (UK)
Guyana Virgin Islands (US)
Haiti

Select your resident nation.

N SUSE Linux Enterprise Server

24) Guatemala 503 Virgin Islands (UK)
25) Guyana 51) Virgin Islands (US)
26) Haiti
#7 47
Please select one of the following time zome regions.
1) Eastern Time

2) Eastern Time - Michigan - most locations

3) Eastern Time - Kentucky - Louisville area

4) Eastern Time - Kentucky — Wayne County

9) Eastern Time Indiana - most locations

6) Eastern Time Indiana - Daviess, Dubois, Kwox & Martin Counties
?) Eastern Time Indiana - Starke County

8) Eastern Time Indiana - Pulaski County

9) Eastern Time Indiana - Crawford County

10) Eastern Time Indiana - Switzerland County

11) Central Time

12) Central Time - Indiana - Perry County

13) Central Time Indiana - Pike County

14) Central Time - Michigan - Dickinson, Gogebic, Iron & Menominee Counties
15) Central Time - North Dakota - Dliver County

16) Central Time - North Dakota - Morton County (except Mandan area)l
17) Mountain Time

18) Mountain Time - south Idaho & east Oregon

19) Mountain Time — Navajo
20) Mountain Standard Time - Arizona
21) Pacific Time
Z2Z) Alaska Time
23) flaska Time - Ailaska panhandle
24) Alaska Time - Alaska panhandle neck
25) filaska Time - uwest filaska
26) Aaleutian Islands
27) Hawaii
#?

Select the appropriate time zone.



SUSE Linux Enterprise Server

9) Eastern Time Indiana - Crawford County

10) Eastern Time Indiana - Switzerland County

11) Central Time

12) Central Time Indiana - Perry County

13) Central Time Indiana - Pike County

14) Central Time - Michigan - Dickinson, Gogebic, Iron & Menominee Counties
15) Central Time - North Dakota — Dliver County

16) Central Time - North Dakota - Morton County (except Mandan area)
17) Mountain Time

18) Mountain Time - south Idaho & east Oregon

19) Mountain Time - Nava jo

Z0) Mountain Standard Time - Arizoma

£21) Pacific Time

ZZ) Alaska Time
£23) Alaska Time - Alaska panhandle

Z4) nAlaska Time - Alaska panhandle neck
25) fAlaska Time - west Alaska

26) fAleutian Islands

2?7) Hawaii

#7 17

The following information has been given:

United States
Mountain Time

Therefore TZ='fmericasDenver’ will be used.

Local time is now: Tue Har 3 07:54:17 MST 2009.
Universal Time is now: Tue Mar 3 14:54:17 UTC 2009.
Is the above information OK?

1) Yes

2) No

#?

If you opt to specify a custom time zone, or do not find your time zone listed, you may choose the
custom option: ‘none’.

The time zone must be specified in Time Zone environment Variable. Syntax: <time zone name> <hours
ahead of UTC> The time zone name does not matter, but the hour variable sets the time for the system.

for example:
MST-6

...would be accurate for the Mountain Standard Time zone, U.S. and Canada. The time zone may be any
name you like, as long as it conforms to Posix Time Zone format.

12



G5T-1

- the de
(4]

cmd. line:4: warning:

information he

A custom Network Time server may also be specified. If a custom time server is used, provide the DNS
name or IP address of the NTP server. Default, (time.nist.gov), is shown.

done

After the time server is specified, the system attempts to connect and sync the time.

13



Confirm the time settings for your system to continue.

N SUSE Linux Enterprise Server

HHHHE R Final Setup Step (5-0) $H#HHHHHHHEHEHHEHEHIT
wHEEEE R R n s QNS Migration SumsmdgfsisiEiEseEanennn

If you have an old GWAVA 4 installation rumming on Netlare you can migrate the
databases and their message data over to the new GUAUA 4 appliance.

The migration process is time consuming and may take several hours depending
on the size of your quarantine. It is highly recommended that you run this
migration during off hours.

If you plan on rumning the migration later you may lose some data. You are
not required to migrate your old QM3 data if you do not wish to.

Migrate your old QNS data now? (ysm)_

If you want to migrate an existing NetWare GWAVAS Quarantine to the GWAVA Appliance, select ‘yes’
here. The wizard uses ncomount to pull the information over the network connection from the existing
gms to the Appliance.

You will be required to shut down the QMS system on the NetWare machine to complete the
operation. This process can take several hours and should only be performed after-hours. If you wish
to migrate QMS, this is the time to do so. Thought you may invoke the command later, you will have
data loss unless the migration is completed during setup.

14



N SUSE Linux Enterprise Server

ST S Final Setup Step (6-0) HHHEHEHHEHE BT
SHEEHEHR R E R H R RS g Password Setup SRRt itti i it

At the prompt please type a new root password. You will need this
password to log back in to the system.

After the passuword has been changed the server will restart and be
ready for use.

Changing password for root.
New Password:

For the final step, you are asked to set the root password for the system. This is the administrator
password which will be required to log in to the system via ssh or through the console. DO NOT LOSE
THIS PASSWORD.

The Appliance is designed to provide all the necessary functions for GWAVA 5 inside the GWAVA 5 web
administration, thereby removing all need for console level administration. While normal operation of
the GWAVA 5 Appliance removes all need for console level administration, the root password may be
required for support.

GWAVA 5 appliance setup is now complete. All that remains is activating the GWAVA 5 server and
creating a scanner of your choice.

15



Server Activation

To Activate your server, open a browser and enter the ip address or DNS name of the Appliance, with

port 49282.

http://<your server ip>:49282

This is the connection address for the GWAVA 5 management console. When you first connect to the

system, you should be taken to the setup page, shown below.

GWAWVA Network Setup

The GWAVA Appliance is designed to replace existing GWAVA 5 servers, and as such it is recommended

to setup the Appliance as a new GWAVA server.

Select ‘Continue’.

16




The following information is required.

GWAWVA Network Setup

thi
ome rudime

Server Parameters

RETAINZ (Linux) | i
1592.168. 1. 10414928z 4/

User Authentication

g

127.0.0.1 L
o

I
I

The server name should match the host name you set for the server. The connection address is the
address that GWAVA 5 will use to serve the management console. Both the Server parameters should
be left as default.

The Administrator login name and password are required to connect to, and administer the GWAVA 5
management console. DO NOT LOSE THIS PASSWORD.

The Internet domain is the domain that the GWAVA 5 server will filter mail for. This should be your
company domain. (ie. GWAVA.com)

The administrator name and email address is the name and address which will appear on GWAVA 5
notifications and digests. Any responses to these messages will be sent to the Administrator’s e-mail
address.

The SMTP server address should be the address of your GWIA or SMTP gateway. If you are using an
SMTP scanner, this will be the address which GWAVA 5 will forward the incoming mail to. GWAVA 5
also uses this address for GroupWise authentication for QMS authentication and access.

The SMTP authorization name and password are not required for notifications, but are recommended.
For GroupWise systems, this can be any username and password, and does not have to be an
administrator. (ie. Username: bob Password: c751h)

After you have provided the information, select ‘Continue’.



GWAWVA Network Setup

install button to

You will be asked for confirmation. Clicking ‘Install’ will activate the GWAVA 5 server, and you will be
required to login using the admin name and password you provided earlier. Click ‘back’ on your
browser if you need to make any changes.

When you click ‘Install’, wait for the activation process to complete. You should be redirected to the
management login screen.

Management Console

Server Activation Completed

Network Status Click here to enter the management console, You wil

3 ! require a valid login name and password to enter,
Seryers online: 1 Servers offine: 0

-~ Enter Management Console -

Click on ‘Enter Management Console’ and provide the administrator username and password to login.

=

Authentication Required

A username and password are being requested by http: /192, 168, 1. 104: 43282, The site says:
"GWAVA Console”

User Name: | admin |

Password: | sennel |

I ==

18



Once you log in, your new GWAVA 5 server should display the following page.

lad GWAVA Dashboard

" Home Pages

H dazhboard
i) Home dashioar Welcome to the GWAWYA management dashboard.

|ad Dashbosrds
] Quarantine manager This page will assist you through the setup of your first GwaAYA scanner, If you find yourself lost during
B Esakmar the initial configuration of Gwawa, dick the 'Home' button at the top of the main menu to return to
this page.
> Documentation pao
| System Management To set up a mail scanner, browse to the 'Server/Scanner Management' section of the |9 sevesame
| ServeriSoarner Management o rmenu, choose the server you want to configure the scanner on, and then the (3 ANAVA server gz
‘Wizards and install/create new scanner menu option, © U Semvermanagenerg
"I; Irtalicraste G scanrer
Fallow the on-screen prompts ta install and setup the scanner for your mal system. Repeat 5 (] Manwge soanvrs
this process for each type of mal interface you need to scan,
=
Help is always at hand with the quick » Check the 'Documentation’ section of the navigation panel for
reference button, Click on the quick lirks to thie main product docurnentation.
reference icon in the top right for a brief
overview of the page you have Ioaded. Each page in this systemn has its own quick reference page

which is accessible by pressing the guestion mark syrnbol in the
top right of the page.

The GWaAWS support forums and knowledgebase are an
invaluable and interactive option for finding answers to common
questions, These can be found at http:/fsupport2, gwava.com.

This page is the home page for the Management Console.

To administer any necessary changes to the GWAVA 5 appliance, open the Appliance Control page
found under Server/Scanner Management | <Server name> | Server Management, as shown below.

"’ Home Pages

2 el Program/Server Control
5 Welcome

#2 Recorded webinars

@ Computer bazed training Restart GWAVA: Restart GVWAVA

[ Quick install guide

il Quarantine manager Restart the server: Restart Server
| Bookmarks Shut down the server: Shut down server

7 Ser Mail Flow Control

= ] gwava-iso (Linux)
=] Server management Enable/disable Mail flow:
4 Server status
< Configure server
72 Appliance control
% Antivirus agent setup
g SigSpam / IPRep agent setup

L
[ teoe Enable/disable SSH permanenty:

[ Licensing
] wizards
] Manage scanners Turn on/off SSH until next restart: -

Synchronize the time using NTP:

Utility Control

Current system time: 04:30:26 PM Wed, 04 Mar 2009

19



The Appliance Control page allows you to control the basic functions of the server, and open SSH access

if required.
Program/Server Control
Restart GWAWA: Restart GWAVA
Restart the server: Restart Server

Shut down the server: Shut down server

Mail Flow Control

Enable/disable Mail flow:
Utility Control

Enable/disable SSH permanenthy:
Turn on/off SSH until next restart:
Synchronize the time using NTP:

Current system time: 04:04:38 PM Tue, 03 Mar 2009

When an update is performed, GWAVA 5 must be restarted to complete the process. This can be
achieved from this web console at the click of a button, as well as a full system restart or shutdown.

Suspending mail flow, enabling or disabling SSH, and synchronizing the system time can all be performed

from this page.

The GWAVA 5 server is now installed and ready to be configured for your system.

20




SMTP Scanner, SMTP Proxy Mail Scanner

The SMTP scanners are the most recent options to the GWAVA system, and allow the incoming and, or,
outgoing mail to be intercepted, scanned, and filtered completely independent of the mail system. This
setup has the distinct advantage of relieving the mail system of unnecessary and unwanted traffic,
leaving mail system resources open to function with greater performance and security.

The SMTP interfaces add a layer between the GWIA, or any other mail system’s SMTP sending agent,
and the internet. Sending mail is forwarded through an SMTP proxy, which then sends the filtered, clean
mail to the original recipient. Incoming mail is scanned via the SMTP scanner, which then sends the
filtered and clean mail to your mail system, unaltered. These scanners allow GWAVA to act
independently of your mail system.

The SMTP scanner will only work if your MX record points to the GWAVA SMTP interface for mail
delivery, and if your domain and mail system SMTP are listed correctly in your GWAVA system.

GWAVA SMTP will then forward the clean mail to the SMTP Gateway specified during server activation.
To view or change the domain and SMTP for your Mail system, go to
Server/Scanner Management | <Server Name> |Server Management | Configure domains.

w & configure Domains < — save Changes i e B & @
~ Home Pages
~_Bogkmarks

Mew dormain Add

~_Documertstian
© System Managsment
7 Server/Scanner Management

% ||

® gwava,com

=1 ] RETAIMZ (Linue)

= ‘Lj Server management
) Server status
\_'l Configure server
(&) configure domains <4+—
[ Server control
3 Ativirus sgent setup
@ SigSpam / PRep agert setup
[ Logs
(7] Licensing

) (] Wizards

# (] Manage scanners

The default domain specified during Server Activation will be specified. Additional domains may be
added through the new domain addition field along the top of the screen. As always, make sure you
save all desired changes made to the page before browsing to a different section of the management
console.

The Mail relay agent SMTP Server and Default domain MUST be correct for your system. If you have
multiple domains, you must list the additional domains. GWAVA will only accept mail for the listed
domain(s). Domains can be deleted or removed from the system by selecting the domain, then the red
‘X’ next to the selected domain name.

Select the desired domain to expand and modify the settings for the desired domain. The default
domain settings are shown below.

21




When a domain is selected, it is expanded and allows for multiple settings for user mail validation.

= gwava.com &

Default domain for this server &H —
Server scope Glabal v:
Recipient validation rethod SMTP serwer list [ ]
Recipient authentication rmethod SMTP serwer list [ ]
SMTP server list
I I I I no encryplion i3] | Receive mailfauthenticate &l ID EE:‘
smitp Terver auth uzarnane auth pazzword encryption sarwer role arder
19265.1.104 chris TTT] no enckyphion v Receive mailfauthenticate v i x
LDAP loakup list ~
I I I I nio encryphion (Sl Ilj E:}'
ldap serwer usernanne paszword encryption D search base seatch fields (optional) order

GWAVA checks for valid users for each message received, blocking those which are undeliverable due to
an incorrect domain or nonexistent user for each domain. GWAVA must have a connection to an active
SMTP server for each domain to verify the users. LDAP lookup is also supported. If users or messages
are received which do not contain domain information, GWAVA checks these users against the default
domain. Be sure to set the default domain for your system.

Multiple SMTP or LDAP servers are supported for failover purposes. If a SMTP server is unavailable
GWAVA will send messages to the next available SMTP server listed according to the ‘order’ value. The
‘order’ values lowest numbers first, usually with the default SMTP listed as ‘0’, second as ‘1’, and so on.

If the SMTP server requires authorization then the user name and password must be provided for each
SMTP server listed. Generally, the authorization username and password will not be needed unless the
SMTP server has been specifically configured to only accept authorized connections.

GWAVA shares the user list for each domain between the GWAVA Geadine el eullverifedic B4
modules, and specific SMTP servers can be selected to serve in different Receive mall/authenticate

les f h svst h ) t . i digest d Receive mai
roles for each system, such as using one to receive mail, digests, an Bliaie 2 S

notifications, while another is used by QMS to authenticate users. Default settings
allows SMTP servers to serve in all roles.

no enceyplion W

. . : TLS if available
If the SMTP server requires encryption such as TLS or SSL, the setting must be TLS required

correct. 5oL

If the GWAVA server is part of a GWAVA system network with multiple GWAVA servers, then the
information from the domains can either be shared across the GWAVA network, or it can be made
specific to this one server. For most all systems the option of ‘Global’ will work ! Global v
sufficiently. .

RETAIMZ (Linux)
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LDAP (optional)

. N ESMTP server lisk |
GWAVA supports the option to use LDAP user authentication instead of SMTP "f - i .
SMTP server list

authorization for QMS authorization and recipient verification. In general, this will LDAP lookup lis
not be required for most systems; LDAP information is only required if you wish to
use LDAP for lookup or authentication.

In order to use LDAP for user lists and authorization, the LDAP lookup information must be filled in.

dap server username password encryption DM search base search fields {optional) order

ldap1.gwava.com cn=admin,o=gwava e no encryphion * OU=Uusers,0=gwava 0 R

For the LDAP server connection address, place DNS name or IP address of the server

The username and password needs to be a full LDAP username including context. The user should have
administrator rights.

The DN search base can be set to specify the LDAP tree where GWAVA will begin to search for objects.
For eDirectory this field can be left blank, though if set, it specifies a starting point for the search in the
LDAP tree. (For instance: ou=users,o=gwava) If using Active Directory the DN must be set for the user
list to work. (ie. Cn=users,dc=exg,dc=gwava,dc=com)

Search fields are usually not necessary for any system to setup, but can be useful if desired. By default
most LDAP servers (including eDirectory and Active Directory) have an attribute applied to an object of
the type "mail" which contains the object's or user's email address. If you have email addresses for users
stored under an attribute other than mail you can specify the possible attributes by separating them
with commas.

In the example below the LDAP server is set to search for the attributes ‘mail’ and ‘secondarymail’.

ldap szrver username password encryption DN szarch bass search fizlds (optional) order

10.1.5.12 cn=admin,o=robtain = eeees noencryption - pu=Uusers,o=robtain  mail,secondarymail 0 54

Once the Domains have been properly configured for the system, the SMTP scanner, and any other
scanners may be properly created.

The Scanner creation wizards, (found under Server/Scanner Management | <Server name>| Wizards |
Install/create new scanner), walk through the steps and information required to install the different
scanners for your system. Select the SMTP Interface scanner and follow the instructions to install the
scanner.
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" Home Pages

z‘, Hew Scanner Wizard e &L e

i) Home dashboard @ SMTP Interface
Eﬁ gaShb::rdS O Groupwise GWIa Mal Intarface
LWArantne Manager
! 9 O‘GroupWise MT A Mail Interface

| Bookmarks O Groupwise PO Scheduled Scan Job

[ Documentation O Teaming Interface

[ System Managemert O wWasP Interface

" ServeriScannet Management

= ] gwvavas (Linux)

qj Server management
= ] wWizards

| & Installicreate new scanner;
(] Manage scanners

To

install a SMTP scanner, select the SMTP scanner option from the wizard and click next.

The SMTP scanner creation wizard informs you of the information you must know to successfully create
the scanner.

r

-’

. Create new SMTP scanner

Welcome to the SMTP scanner creation wizard.

To ensure a smooth installation of this interface, some information about your mail system needs to be supplied. You may also undertake some of these steps
manually after the GWAWA network has been configured if you wish to maintain control of the process yourself.

Prerequisites:

o Configure your network or MX records so that the GWAVA SMTP interface receives your SMTP mail.

@ Configure your outbound SMTP mail to point to the GWAWVA SMTP interface (for outbound mail scanning).
o Know the IP or DNS address of your SMTP sernver.

o Know the internet domains that GWAWVA will be handling mail for.

© Know the internal/external IP addresses to determine inbound/outbound mail flow.

Post install:

There are no post installation requirements.
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The Scanner Name is »  Create new SMTP scanner

whatever you wish the Scanner Name
scanner to be named in the InsFaII on this server gwava-iso (Linux)
IP listen address @ 0.0.0.0

GWAVA server. Allowed relay addresses @ 127001 X

. . 192.168.%* 4
The IP listen address is the

17216 > 4

address of the GWAVA 0 %
Appliance. This should also [add another address/range]
be listed on the MX record Perform IP reputation test@

Perform RBL drop at connection'®

for your domain. _
Perform SPF drop at connection'®

Allowed relay addresses

are the source addresses

which are allowed to send mail through the GWAVA SMTP scanner. Your mail system SMTP address
should be listed here, as well as any other mail sending source for your domain. Mail coming from these
addresses will be treated as outbound mail. No source but these listed addresses will be allowed to send
mail through the SMTP interface.

The red ‘X’ removes listed address ranges and the blue ‘add...’ link provides an extra address/range box.

IP Reputation and RBL drop at connection settings are recommended as default. This dumps any
incoming message that fails these initial incoming tests, saving bandwidth and performance.

RBL

The Real-time Blackhole List scanner searches the header of incoming message files to see if their source
address is listed on an RBL. When enabled to drop on connection, a positive RBL event will cause the
SMTP scanner to terminate the connection to the sending server for the offending message as soon as
the event occurs. The RBL scanner utilizes real-time blackhole lists hosted on the servers listed under the
RBL configuration page. RBL servers may be added or removed from the configuration. This is a strict
pass or fail engine, and an offending ip address listed on the RBL will not be allowed to send mail to your
system. Take time to verify that the RBL servers listed in the configuration are the desired list servers.
The default list servers for RBL are, sbl-xbl.spamhaus.org and bl.spamcop.net.

IP Reputation

IP Reputation works much like the RBL scanner does, in that it uses a black list, but also has a white list
for common mail sources. When used with the SMTP scanner, IP Reputation will also temporarily fail
messages from sources not found on either list. The temporary fail will allow the sending SMTP gateway
to retry, and it will eventually get through. This catches one-time spam bursts from sources not found on
the black list, while enabling good mail to still be delivered to the system. The black and white lists are
maintained and updated online, but are cached on the local machine as they are used.

SPF
Sender Policy Framework can be used with the GWIA and SMTP scanners. Sender Policy Framework,
(SPF) attempts to verify the sender of each email message, which can eliminate spoofed email and most
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backscatter attacks. For SPF to work correctly, the sending domain must have an updated SPF record
set up in DNS. If the sending domain does not have a SPF record set in their DNS, then their mail will not
be blocked. Setting up a correct SPF record will block messages from spammers who are pretending to
be you, to your system.

To use SPF on a GWIA scanner, you must correctly specify which line in the header of mail messages is to
be used. If the mail system is using a relay or proxy which adds a line to the message, then you should
set SPF to use the second line (2), otherwise, the line used should be set to one (1), which is the default.

SPF is not enabled by default, but can be a powerful tool to keep spam from entering your system.

Select your preferences, and click ‘Continue’.

» Setup Wizard
You can quickly setup the scanner with some of the most common default security options
Stop Viruses

This server will use Kaspersky AV engine to scan for viruses

Enabling virus scanning includes enabling virus sanner services and detecting file types that frequently include viruses
with attachment type scanning (i.e. *.vbs, *.pif, *.exe etc) and fingerprinting of attachments.

# advanced settings

Stop Spam

Enabling spam detection includes enabling the heuristic detection system and the SURBL and RBL features in
GWAWVA.

# advanced settings

Set the default actions for viruses and spam. These settings can be changed after scanner creation.

Click ‘Continue’.
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Review and confirm your settings. If you wish to make changes, use the ‘back’ button on your browser,

correct the information, and continue.

Scanner name
Install to server

IP listen address

Qutbound SMTP sources

IP Reputation
Greylisting

RBL connection drop
SPF connection drop
Stop Viruses

Stop Spam

»  Create new SMTP scanner

SMTP Scanner
gwava-iso (Linux)
192.168.1.104
127.0.0.1

192.168.**
172.16.7*

107 %
enabled
disabled
enabled
enabled
Yes

Yes

The requisite information has been collected and is ready to be deployed. If you are satisfied that the installation information
is correct, press the install button to commit the installation procedure to the GWAWVA network.

Click ‘Install’ to continue.

2

completion response page.

s Installing SMTP scanner

Installation tasks are now being performed. On completion, you will be able to continue to configure the scanner senvices to
start protecting your messaging system.

DO NOT change pages during this procedure or the installation will not complete. Please wait until you are taken to the

Wait while the installation completes.

Setting up Fingerprinting ...

Setting up Spam System ...

Lg_l SMTP scanner installation finished

Activating virus scanning ...

Activating Attachment Blocking ...

Setup of Antispam system complete.
Scanner 'SMTP Scanner was created successfully.

You should now refresh your servers view for the server that this scanner was connected to for configuration options.

Once installation is complete, refresh the Server/Scanner Management | <Server Name> | Manage

scanners folder to view your new SMTP scanner.
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Your SMTP scanner is now created and ready to
configure.

As soon as the MX record pointing to the GWAVA SMTP
is active, the SMTP scanner will begin filtering mail.

[ Bookmarks

[3‘> Documentation

[33 System Management

"7 Server/Scanner Management

= ] gwava-igo (Linuzx)
(] Server management
= ] Wizards
h Install/create new scanner
k Wigrate GWAWA 3 config
= r,[j Manage =canners
= r,[j SMTP Scanner (SMTP)
(] General settings
q_j Scanning configuration
(] Me==age services
(] Exceptions
l[_ﬂ Scanner Information
[ Configure SMTP settings
|I_j Manage =canner object
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